Unified Incident Command and
Decision Support (UICDS)

A Department of Homeland Security
Initiative for Information Sharing Among
Commercial, Government, Academic, and
Volunteer Technology Providers to Support
the National Incident Management System

Becoming a UICDS Pilot

Unified Incident Command and Decision Support (UICDS) is national middleware software
designed to provide information sharing to individuals, teams, and organizations working
under the guidelines of the National Response Framework and the National Incident
Management System, including the Incident Command System. This includes government
agencies —federal, state, local, and tribal —as well as owner/operators of the critical
infrastructure that sustains our country and is vulnerable to natural, technological, and
terrorist events. UICDS provides this information sharing all the time, not just in a major
emergency.

Why would | want to become a UICDS Pilot?

9 If your organization uses any form of technology that collects, processes, or provides
data to aid in your management of an emergency, you will benefit from being a UICDS
Pilot.

1 Ifyour organization receives information from another organization that is used to
manage an emergency, you will benefit from being a UICDS Pilot.

9 If another organization relies upon you for information to manage an emergency, you
will benefit from being a UICDS Pilot.

How would | pilot UICDS?

You use UICDS everyday whenever an application that you use connects to UICDS to share

data. Applications may engage UICDS by providing data that the application has collected,

created, or processed to other applications that are also connected to UICDS. Applications

may also consume data from other applications connected to UICDS that allow you to

subscribe to their data through UICDS. UICDS does not have a user interface; UICDS always

works through applications that are made UICDS conformant by the Technology Provider

who devel ops the application,. So, you “use’
installed on your computer connects to UICDS to share information.
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How does UICDS link my organization or jurisdiction to other organizations or
jurisdictions?

UICDS links applications to a UICDS Core that is hosted by an organization or jurisdiction.
UICDS Cores talk to UICDS Cores in other organizations or jurisdictions in a peer-to-peer
network which means that there is no prescribed hierarchy. UICDS Cores can form virtually

any configuration that matches the emergency organizational structure. A few examples are
shown below.
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A common use of UICDS is to provide information sharing among applications within a city,
county, or state. This is not a situational awareness tool aggregating all data in one place. It
is true information sharing from one application to many, and many to everyone. The
illustration above shows all the different agencies in a location sharing through a UICDS Core.
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In the example above, a single agency at any level of government can use UICDS to share

information among its many constituent offices. The Transportation department can share
information with its constituent divisions and their applications to provide jurisdiction-wide
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awareness with respect to ongoing activities and the resources deployed to support these
activities.
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In this example, two neighboring jurisdictions are each sharing information with their own
agencies and applications. When mutual aid agreements —and UICDS information sharing
agreements —are executed, they also share specific information across jurisdictions through
core-to-core sharing. When a fire in a county occurs in a location where fire apparatus from
a neighboring jurisdiction can be helpful, UICDS shares resource allocation information.
When a hot pursuit crosses jurisdiction boundaries, police will be coordinated. When a
chemical spill in a river flows downstream, environmental departments will have full
awareness of the event before it surprises them.
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Disciplines are bridged by UICDS. In this example, UICDS enables a state emergency
management agency to support a police operation with the state emergency management
agency understanding and being able to negotiate the allocation of personnel and resource
among cities and counties —according to mutual aid agreements —to support a multi-
jurisdictional police action.
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In a large-scale emergency,
UICDS scales to support
multi-state information
sharing. Whether event
information, resource
deployment, personnel,
video surveillance, flood
warnings, hospital
occupancy, utility repair
status, or any other element
of emergency planning and
response, if there is an
application to manage the
information, UICDS can
ingest that information and
share it using standard data
formats with other
applications.

Howdo Ifi pi [UCDS?

You pilot UICDS by participating in a three-step process to design, install, and operate UICDS
to share information every day with the agencies and jurisdictions you select.

The first step is to designate participating jurisdictions/agencies and applications and to
hold an area-wide kick-off meeting. The reason for the meeting is to ensure all agencies
contact all Technology Providers to assure that they provide UICDS adapters to connect to
UICDS and to implement the UICDS information sharing agreements. The UICDS Team will
be helping you throughout this whole process.

The second step is technical. One alternative is to have your UICDS Core hosted by a
Technology Provider or by the UICDS pilot team. The other is for your Information
Technology (IT) department to provide a computer with Internet connectivity to serve as
UICDS Core (technical specifications to be provided, but there are no unusual hardware
requirements). They will open a handful of necessary ports in firewall and designate an IT
staff member to be trained as the UICDS system administrator. This does not require
dedicated staff and is a very occasional job of maintaining the UICDS Core.

The third step is operational —you operate as you do every day with UICDS as a new
resource for information sharing. We will ask you to participate in short exercises of
information sharing to validate and evaluate performance. And we will work with you to
develop information about the UICDS project for public release, subject to reviews as
required by local law or policy.

To get the process started, contact Jim Morentz at morentzj@saic.com.
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